KAK HE CTATb XXEPTBOU
CUBEPMPECTYNMHUKA

BYOALTE BOUTENbHbI! HE CTAHBLTE XXEPTBOU OBMAHA!

Yrpasnesue no npoTMBOAEWCTBMID KMOEepnpecTynHocTn
KpummHansHoi munuuuy YBJ ButeGekoro obnucnonkoma



CTtaTucTtu4yeckme AaHHble
0 KnbepnpectynHoctu 3a 2014-2021, 2022

B Butebckomn obnactu B 2022 roay
coBeplieHo 1489 KubepnpecTtynaeHun (B
KoJIM4ecTBO 2021 roay - 1816, B 2020 rogy - 3021).

-~ AGCONOTHOE 6O/IbLUMHCTBO M3 HUX
KnbepnpecTynieHuu (82%) cocTaBnAT PaKTbl XMLLEHUA
B pecnybnuke

MMYLLLECTBA NYyTEM MOAMDUKALIMM

22902440 9471 25561 KOMMbloTEepHOM MHpopmaummn (cT. 212 YK).
= _322 4741 10539 16446 B 2021 roay KosM4YeCTBO AaHHOIO
> 6 i — . BM/Ja NPeCTYNIeHUM COKpaTU/IOCh Ha
DS Q o 42,8% (C 2734 10 1564), B 2022 rogy - Ha
VoY S D '@ N ;
Y & 30%



B cpegHeM exxegHEBHO OKOJ10 4-X YenoBeK B 06/1aCTU CTaHOBATCA
noTepneBMMM OT AENUCTBUM KMBEPNPECTYNHUKOB.

CpeaHnn yuiep6, NpUYMHEHHbIM KMGEepnpecTynaeHUaMM, cocTaBaaeT
6onee 1150 pybnen.

Mo nony
35%
MYXY
UHDbI
65% -
YKeEHLL
MHbI

Mo ypoBHI0O 06pa3oBaHMS
3,1% - 3% -
npoda. 6a3oBoe
TEXHNY
22%
cpepHee

33% -
BbiCLIee

38% -
cpeaHee
3 cneu,.



OcHOBHble BMAbl COBPE€MEHHbIX
KMbepXH1LLLEeHNM:

«BULWINHI «OULWIHHIr>

-
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BULWIKHT.

MolLueHHWKM 3BOHAT, BblJalOT ce6s 3a COTPYAHMKA 6aHKa. Noa npeasiorom
OTMEHbI KaKom-Mbo onepaumm C eHbraM1 MM Bo3BpaTa CayyYamHo
CMUCaAHHOM CYMMbI, BbIMAHMBAIOT Y BaC CEKPETHbIE JaHHble: HOMEpP, CPOK
AENCTBUA M TPEX3HAYHbIM KO/ Ha 060poTe NAaTeXHOM KapTbl. Mcnob3ys
3TU CBeAEHUA, NEPEBOAAT AEHbIM cebe Ha CYerT.

Unn npeanaratoT yCTaHOBUTb NPOrpaMMy AKOObI A1 OTMEHbI TaKUX
onepaumi 1 Ha3BaTb Ko ee permctpauumn. Ha camom Jene ata nporpamma
ANA YAa/IeHHOro 0CTYyna K BalleMy YCTPOMCTBY, OHA MO3BOSET
3/10yMbILUJIEHHMKAM BOMTM B Balll MOBUIbHbIM GBAHKUHT M NOXUTUTb AEHbLIU
BaLLEro cyeTta uUam aarke opopmMuTb Ha BaC OHMIAaWH-KpeauT.



MHOrAa K pa3roBopy MoAK/04atoTCA COOOLHMKU, KOTOPbIE
npeAcTaBAAlTCA COTPYAHUKAMM MUIULMU UIU
CNleICTBEHHbIX OPraHoB, 1 NMPOCAT NOMOYb pPa306/1a4YUTb
MOLLUEeHHMKa B OaHKe.

Ana 3Toro Heo6xoAMMO 0(POPMMUTb B HECKOJIbKUMX BaHKax
KpeAauTbl U MOJlyYeHHble JeHbrM BPpEMEHHO NepeBecTH Ha
AKOObI «CrneuMasibHbIM 3alMLLEHHDbIM CYET>.

[pY 3TOM MOLLEHHMKM MOCTOSHHO YAEPXKMBAIOT CBOIO KEPTBY
«Ha KPIOYKe» - HEe AAI0T 3aKOHYUTb pa3roBop, YTOObI
0yMaTbCs, MO3BOHMUTb MJIM MOrOBOPUTb C POJHbIMM, A
TaK¥Ke C/ibllaTth, YTO MPOMCXOAMT BOKPY M NMOCTOSIHHO
JEpKaTb Ye/I0BEKA B CTPAXE M HAMPAXKEHUM.
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MarasuH cTukepos

Viber Out

3BOHMTE BHYTPY CTPaHb! MNY 3a
rpasuuy no Huakum tapudam Viber Out

rae HaxoauTcCA...
. e Haxoautes A...

HacTtponku J

Mowu 3ameTKu

Ycranosur

[06aBUTb KOHTaKT

PacckasaTtb Apy3bsm

Onucaxuve n NoaAEPIKKa

& Hactpoitku

YuéTHasa 3anuchb
KondwuaeHumanbHOCTb
YBegomieHua

Bbi30BbI U coobLLeHms J
LaHHbie u MynbTUMegua
Tembl ohopmneHus

Obuue

& Bbi308bl U COO6LEHMA

Kongeprauus Unicode/ZawGyi
ABTOMATHYECKN KOHBEPTUPOBATL
KOANPOBKKU Ans GUPMAaHCKOro
A3biKa

Bbizosbl Viber-In
NprHuMaTh 06bINHBIE BbI3OBbI
¢ nomouisio Viber, ecnu ato
BO3MOMXHO

NoapobHee

Monyuatb cepBUCHbIE coobLue..
Paspewmntb KOMMEpHeckue
coobuienus 8 Viber

[atuuk npubnumxeHms

3KkpaH SyeT OTKAKYEH BO BPEMA
380HKa Viber, noka bl gepxute
YCTPOWCTBO Y yXa.

NoppoGHee

OUYUCTUTL UCTOPUIO COOBLLEHUN

3amwra OT NUWHUX 3BOHKOB
He nonyyarb yBeAOMNERUA

0 3BOHKAX OT HEM3BECTHBIX
nonb3oBartenei. 3Tv 3B0HKK GyayT
OTO6pamaTbCA TONLKO B CNUCKe
HATOB W HEJABHUX 3BOHKAX



YT06bI HE CTaTb KXEPTBOM
KMOepnpecTyrnHUKOB, B Cay4yae
NOCTYNNEHMA 3BOHKA U3 OAHKa,
caieayeT 3aKOHYUTb pa3roBop U
CaMOCTOATE/IbHO NEPE3BOHUTb
B 6aHK No HOMepy Ha obopoTe
NJ1aTEXXHOM KapTbl U YTOYHUTD
BCe /1M B nNopsJKe C BallMm

BYADBTE BAUTEAbHbI! HE CTAHbTE )XEPTBOW OBMAHA!



OUWKnHr.

CI'IOCO6, Korjga MOWEHHMKU 3aB/1aJeBaOT NepcoHa/ibHbIMU JaHHbIMA U
coBepwardT XmMWeHUne geHeXHbIX CpeacTB.

MoOLLEHHMK TOYHO KONUPYET HACTOSALMU M CO3AaEeT PULLMHIOBbIN CAMT.

Yawe Bcero nogaesbiBatot rnovtosble cepsuchl (KYDPAP, bennoyrta,
EBponouta, CA3K), HO MHOrAa 1 nnatexHbole cMctemMbl 6aHkoB (OAO
«benapycbaHk», OAO «benArpollpombaHK~»), cepBMcoB onaartbl 6UNETOB
Ha camTax AKOObl TeaTpa MJIM KaJibSHHOM.

MHTEepHEeT-aapec B Ha3BaHWMU MOXOX HA HACTOALMM, HO €CTb OT/IMYME B
Ha3BaHMM UM JOMEHE.

/lanee n1McbMa, coaeprKalime pULLIMHIOBYHO CCbIIKY, PacChlNaloTCs
MOTEHLMAJIbHBIM MOTEPNEBLLMM.
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CcbINIKM Ha Mo e ibHble CTPAaHULbl YACTO MPUCHIIAOT B MeCCeHAXKepax
Npo/ZlaBLAaM TOBAPOB C CAMTOB 06bSABJIEHUM KOOI AN1A MOJyYeHUA
aBaHca (nepeBoja) 3a ToBap MM 0DOPMIEHUA JOCTAaBKM KYPbEPOM.

OULIMHIOBbIE CTPaHMLbl COAEP}KaT CBEAEHMS O TOBape, NOBTOPAIOT
(DUPMEHHBIN CTUJIb U CEPBUCHI CanTa, HaNpUMEpP, OHJIAMH-KOHCY/IbTAHT.

3/710yMbILWAEHHMK CTPEMUTCSA MOJIYYMTb BCE AaHHbIE KapTbl, B TOM
yucae Tpex3HayHbIM Koj C 06paTHOM CTOPOHbI, A TAKXKEe CMC-KO/bl OT
6aHKa UM Aarke JIorMHbl M NApoaun Ans BXoAa B MHTEPHET-6aHKUHT .

JT1 AaHHble NO3BOJIAIOT EMY NEPEBECTM BCE AEHbIU C KapTbl BNaJesibLa,
a B C/ly4ae nepeaaym MAeHTUMOUKALMOHHOMO (IMYHOM0) HOMEpa
nacnopta o¢opMUTb OHJIAMH-KpeaMT.

23



MBAHOE HBaH

1234 55789012 3456

K nonyueHin:

30 BYN

| OpneeT Bure




< C ) 8 kufarby-paysafeicu/card/12336630

3

ek © e M

* 0 :

[3) Cricos qm ameran

& ufarby-paysafeicy/card /123

Aneve @ Flosms

&

= IVANOWA INA

ONMATA SAKAZA

BeaonacHan caenka

© kufar

K onnare:

170 BYN




TMonyuenue cpeacs | XoayHkw aeTckue 4 AHeromeeos g B

© kufar
OdbopMneHue 1 nonyyeHue cpeacTs

321 BYN

Xoaywku aerckue

@ Bacu Yorap OdOpaLIen!

321 BYN

26

L e —ar



'_ « B - @

(B sctokgitgayementsby.onkon'| TE6TI5 4 & » OO :

WarzsEll

I"Ionyqeﬁme onnNaTtel 0T NOKYNaTens

115 BYN

Denxnit camoxar

@ P osmu

115 BYN




1536 #9 L D

& autolight by-items.com @ A

WnHot

200 BYN

¥ Nposenenue caenok Yepea Halu
cepeuc a6contoTHo 6e3onacHo,
3aLMULEHHO YHUKANbHOW CMCTEMOMN
WNdpOBaHUA AAHHBIX

Baw Tosap 6bin Bbigan!
Mokynatens y)xe onnaTn 3akas.

Aeranu pocraBxu

Appec AoCcTaBKn

Cuoar
Wroro




NMOJIb3VUCSH BE3OMNMACHO

(> = https:// onnara

https:// 6auk
https:// aocraeka

29



YT106bI HE CTaTb }KEPTBOM KMOEPNPECTYNHMKOB, HE BBOAMTE
[JaHHble KapTbl HA MHTEPHET-CTPaHULAX, OTKPbITbIX MO
CCbIJIKaM U3 COOBLLEHMU M JaXKe M3 MOMCKOBbIX CUCTEM.

[lepes coBeplUEHUEM JEUCTBMM CO CHETOM 3aMAUTE HaA
odMLUMaNbHbIM cCaUT 6aHKa, YKe C HEro NepenmTe B CBOM
JINYHBIM KabUHET UJIM NMOJIb3YUTECb MOOGU/IbHBIM
NPpUI0XKeHMEeM 6aHKa UJIM TOProBOM MNJIOLLIAJIKM.

[TOMHMTE, YTO ANA NOYyYEHMSA OMnAaTbl HUKOrJa He
TpebyeTca BBOAMTb TPEX3HAYHbIM KO Ha 060POTHOM

CTOPOHE KapTbl.
30



*Monb3yMTecb MOBMAbHLIMU NPUIOKEHMAMMU BaHKa

*MepexoanTe B MHTEPHET-6AHKMHI TOJIbKO C 0MLMaIbHOMO
cauTa 6aHKa

*MpoBepsaiTe agpec B aApecHOM CTPOKE, MEXAY nocaeaHen
TOYKOM U NEPBOM HAKJIOHHOM YEPTOMU AONKHO OblTb TONIbKO
Tak .by/

* AKTMBMpPYMTE Ha 6aHKOBCKOM KapTe ycayry 3-D Secure

*He nepexoaute B MHTEPHET-6AHKMHI MO CCbI/IKaM B
MOMCKOBbIM CUCTEMAX

*He ncnonb3yite SMS-Koabl OT 6aHKa M KoZ C 060pOTHOM
CTOPOHbI KapTbl AN1A NMOJlyYEHUA JEHEKHbIX CPeACTB

31



coL CETU

3710yMbILWJIEHHUK, NMOA06paB Napo/ib K aKKayHTY
NnoJsib30BaTeNIA COLUCETU, MoaydaeT JOCTYN KO BCEM
MH(POPMaLMK, KOTOpasa TaM COAepPKUTCA.

Yale BCero oH ocyLecTBASIET pacCbiIKy COObLEHMMN
MHTEPHET-APY3bAM M XKAET OTK/IMKA, YoexKaaeT noa
PasHbIMM NpeanoraMm NepeBecTu AeHeKHble
cpeacTBa UM nepeaaTtb KOHOUAEHUMANBHYIO
MH(MOPMaLMIO, HaNpUMep, JIMYHble poTorpadpun Unu
JaHHble GAHKOBCKOM KapThl.
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YcTaHaB/IMBaMUTE CNOXKHbIE NApPO/IM, MCNONb3yUTE LMDPbI U
OYKBbl pa3/IM4HOIro perncrpa.

AKTMBUPYMTE ABYX(PAKTOPHYIO ayTEHTUDUKALMIO - NPU
BXOJ€E B Ball aKKayHT, 6yaeT 3anpoLleH Koa 13 CMC,
KOTopas MocTyrnMT BaM Ha TesieoH.

Ecav Bam npuLLIO MMCbMO OT Ballero Apyra ¢ npocb6om
OJ0/IKMTb AE€HbIN, Y6eAUTECH YTO UMEHHO OH MPUC/IA
COOBGLLEHME U HYXKAAETCA B BaLLEM NMOMOLLM.
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AYHbIA KOA HA OBOPOTE BAHKOBCKOM KAPTbI
N MAPOAU AOCTYINA K CEPBUCAM
U3 CMC-COOBLLEHUH

) MPOCbLBE HE3BHAKOMbBIX AUL,

/{CTAHABAUBAUTE NPOTPAMMbI
EPEBOAMUTE AEHbIU

BYOLTE BAUTENIbHbI! HE CTAHLTE XXEPTBOU OEMAHA!

YnpasneHue No NPOTUBOAEWCTBUIO KubBepnpecTynHocTU
KpuMuHansHon munuumm YB[ Butebekoro obnucnonkoma
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HAYYUTE CBOUX POOVUTENEN
OPUNHAHCOBOU TIPAMOTHOCTUA

NO NPOCLBE TPETbUX JIULL
H YCTAHABJIUBAUTE
NMPOrPAMMBI

HE Sz

ab
2 VupapieHne 10 TPOTHBOAEHCTBHIO KHOEPHPECTYIHOCTH
~<//  KpUMMHaNBHOW Muunun ¥ BJ] Burebekoro obnucnoaxkoma
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OTBETCTBEHHOCTb 3a HEKOTOpbIe NMpecTynjeHus.

cT.212 YK. XuweHne nMmyuiectsa nyteM MogmduKaumm KoOMnNbOTEPHOMU
UHpOopMaLMU

OTBeTCTBEHHOCTb HacTynaeTt ¢ 14 ner.

Mo YacTn 1 cTaTbM NpeAyCMOTPEHO HaKa3aHMe A0 3 NIeT MWEHNA CBOOOAbI;
no 4Yactn 4 - o 12 net AMweHus cBobopl.

cT.222 YK. He3akoHHbIM 060pOT CpeACTB nsatexa U (M) MHCTPYMEHTOB
MO YacTu 1 cTaTbM NpeAyCMOTPEHO HaKa3aHue A0 6 neT AmweHnA cBobobl;
no 4yactu 2 - go 10 net nmweHus ceoboapl.

cT.340 YK. 3aBe0MO 10XKHOe coobleHne 06 onacHOCTH
OTBeTCTBEHHOCTb HacTtynaeTt ¢ 14 ner.

Mo YacT 1 cTaTbM NPeAyCMOTPEHO HaKa3aHMe A0 5 neT AMweHna cBobobl;
No YacTtu 2 - Ao 7 NneT NMLLIEHUS CBOb6Obl. 36



Cratba 349. HecaHKUMOHUPOBaHHbIM AOCTYN K KOMNbOTEPHOM MHBOpMaLUM

1. HecaHKUMOHUPOBaHHbIM JOCTYMN K KOMMNbOTEPHOU MHMOPMALIUU,
COMPOBOXK/AOLIMNCA HAPYLLEHUEM CUCTEMBI 3aLLMTbl (HECAHKLMOHUPOBAHHbIM
JOCTYN K KOMMbOTEPHOM MHOPMALIMK), COBEPLUEHHbBIN U3 KOPbICTHOM
3aMHTEPECOBAHHOCTU IMB6O MOBAEKLIMM MO HEOCTOPOXKHOCTU NMPUYMHEHUE
CYLIECTBEHHOI 0 Bpeaa, -

Mo YacTh 1 cTaTbU NPEAYCMOTPEHO HAKA3aHMUE A0 2 NET JIMLLEHUSA CBOGObI;

2. HecaHKLUMOHMPOBaHHbIM AOCTYN K KOMMNbOTEPHOM MHGOPMALIMM NGO
CAaMOBOJIbHOE M0J/1Ib30BAHUE KOMMbIOTEPHOM CUCTEMOM MU CETbIO, NMOBJIEKLLME MO
HEOCTOPOXKHOCTM KpyLleHUE, aBaputo, KaTacTpody, HECHACTHbIE Cay4vaum C
JII0AbMU, OTPULIATE/IbHbIE U3MEHEHUSA B OKPYKAIOLEN CPele UM UHbIE TAXKKME
nocneAcTBUSA, - Mo YacTu 2 - Ao 7 neT AmweHna cBobopl.
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